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ABSTRAK 

 

STRATEGI PENGEMBANGAN KEBIJAKAN KEDAULATAN           

PERTAHANAN SIBER NASIONAL GUNA MENGHADAPI 

BERBAGAI ANCAMAN PERTAHANAN NEGARA 

 

Richardus Eko Indrajit 

 

Dinamika dunia pasca globalisasi telah mengubah lingkungan strategis berbagai 

negara di dunia. Berkembang pesatnya teknologi informasi dan komunikasi telah 

mengubah tatanan relasi dan kehidupan bernegara. Di satu sisi kehadiran 

teknologi informasi dan ruang siber memberikan manfaat bagi manusia. Pada 

sisi yang lain sejumlah ancaman baru mengemuka dalam rupa meningkatnya 

frekuensi dan volume serangan siber dalam satu negara atau antar negara. 

Berkaca pada serangan siber di masa lalu, dapat diambil kesimpulan bahwa 

keberadaannya dapat membahayakan kedaulatan bangsa, keutuhan negara, 

dan keamanan masyarakat. Untuk dapat menghadapi fenomena ini, Indonesia 

perlu menyusun dan mengembangkan strategi pengembangan kebijakan 

kedaulatan pertahanan siber nasional yang efektif, efisien, dan terkendali. 

Pengembangan strategi harus dilakukan dengan melihat permasalahan secara 

holistik, komprehensif, dan berbasis sistem. Tujuan penelitian ini adalah 

mengembangkan model strategi kebijakan penyusunan kebijakan kedaulatan 

siber nasional. Metodologi yang dipergunakan adalah mixed-method yang 

bertumpu pada metoda kualitatif yang diperkuat dengan dukungan data 

kuantitatif. Baseline metodologi yang dipergunakan adalah Soft System 

Methodology, yang dilengkapi dengan sejumlah metoda lain seperti: Analytic 

Hierarchy Process (AHP), rich picture, PESTEL, CATWOE, threat intelligence, 

cause-and-effect network, big data analysis, analisis kebijakan, dan risk 

assessment matrix. Data primer dan sekunder diperoleh melalui sejumlah 

aktivitas, seperti wawancara, observasi, forum group discussion, round table 

discussion, studi pustaka, benchmarking, traffic log files, dan survei. Hasil 

penelitian memperlihatkan sejumlah temuan, yaitu: (i) taksonomi ancaman 

serangan siber ke wilayah NKRI; (ii) dampak strategis serangan siber terhadap 

pertahanan negara; (iii) tingkat kerawanan pertahanan siber nasional; (iv) 

efektivitas kebijakan pertahanan siber yang dimiliki Indonesia saat ini; (v) model 
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kebijakan kedaulatan pertahanan siber yang ideal; dan (vii) model strategi 

penyusunan dan pengembangan kebijakan kedaulatan pertahanan siber 

nasional.  

 

Kata kunci: ancaman, kebijakan, pertahanan siber, strategi 
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ABSTRACT 

 

STRATEGY FOR DEVELOPING A NATIONAL CYBER 

DEFENSE SOVEREIGNTY POLICY IN DEALING WITH 

VARIOUS STATE DEFENSE THREATS 

 

Richardus Eko Indrajit 

 

 

The dynamics of the world after globalization has changed the strategic 

environment of various countries in the world. The rapid development of 

information and communication technology has changed the order of relations 

and state life. On the one hand, the presence of information technology and 

cyberspace provides benefits for humans. On the other hand, a number of new 

threats have emerged in the form of increasing frequency and volume of cyber 

attacks within one country or between countries. Reflecting on past cyber 

attacks, it can be concluded that its existence can endanger the nation's 

sovereignty, state integrity, and public security. To be able to deal with this 

phenomenon, Indonesia needs to formulate and develop a strategy for 

developing a national cyber defense sovereignty policy that is effective, efficient, 

and controlled. Strategy development must be done by looking at the problem 

holistically, comprehensively, and system-based. The purpose of this study is to 

develop a strategic model for formulating national cyber sovereignty policies. The 

methodology used is a mixed-method which relies on qualitative methods which 

are supported by quantitative data. The baseline methodology used is the Soft 

System Methodology, which is complemented by a number of other methods 

such as: Analytic Hierarchy Process (AHP), rich picture, PESTEL, CATWOE, 

threat intelligence, cause-and-effect network, big data analysis, policy analysis, 

and risk assessment matrix. Primary and secondary data were obtained through 

a number of activities, such as interviews, observations, group discussion 

forums, round table discussions, literature studies, benchmarking, traffic log files, 

and surveys. The results of the study show a number of findings, namely: (i) 

taxonomy of cyber attack threats to the territory of the Republic of Indonesia; (ii) 

the strategic impact of cyber attacks on national defense; (iii) the level of 

vulnerability of the national cyber defense; (iv) the effectiveness of Indonesia's 

current cyber defense policy; (v) an ideal cyber defense sovereignty policy 

model; and (vii) a strategy model for formulating and developing a national cyber 

defense sovereignty policy. 
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