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ABSTRAK

ANALISIS DAMPAK SERANGAN RANSOMWARE PADA
INFRASTRUKTUR INFORMASI VITAL
(STUDI KASUS SERANGAN LOCKBIT 3.0 PADA PUSAT DATA
NASIONAL SEMENTARA)

DEVI TIANA OCTAVIANI SUPRIYADI

Penelitian ini menganalisis dampak serangan ransomware LockBit 3.0 pada Pusat
Data Nasional Sementara (PDNS) dan Infrastruktur Informasi Vital (IIV) di
Indonesia. Tujuan penelitian ini adalah mengidentifikasi kerentanan sistem,
mengevaluasi dampak operasional, finansial, dan keamanan data, serta menilai
efektivitas strategi mitigasi yang diterapkan. Pendekatan penelitian menggunakan
metode kualitatif deskriptif dengan studi kasus, melibatkan wawancara, kuesioner
dengan 10 responden, serta analisis dokumentasi. Sebanyak 8 dari 10 responden
menyatakan bahwa kerugian akibat serangan ransomware tidak dapat dihitung
secara pasti karena melibatkan kerugian operasional, finansial, serta dampak
jangka panjang terhadap reputasi. Hasil penelitian menunjukkan bahwa serangan
ransomware menyebabkan gangguan besar pada layanan publik, kerugian
finansial yang signifikan, dan penurunan kepercayaan masyarakat terhadap
layanan PDNS. Kelemahan utama ditemukan pada sistem deteksi dini, SOP yang
kurang terstruktur, serta kesiapan staf yang rendah dalam menghadapi serangan.
Kesimpulan penelitian menekankan perlunya pembaruan SOP, penguatan
teknologi deteksi, dan pelatihan berkala untuk meningkatkan kesiapan. Saran
diberikan untuk penelitian lebih lanjut, termasuk eksplorasi penggunaan
kecerdasan buatan (Al) dalam deteksi ransomware, analisis dampak jangka
panjang, serta perbandingan strategi mitigasi antara sektor publik dan swasta.
Kata kunci: ransomware, LockBit 3.0, Pusat Data Nasional Sementara,
Infrastruktur Informasi Vital, Strategi Mitigasi.
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ABSTRACT

ANALYSIS OF THE IMPACT OF RANSOMWARE ATTACKS ON VITAL
INFORMATION INFRASTRUCTURE
(CASE STUDY OF LOCKBIT 3.0 ATTACK ON TEMPORARY NATIONAL
DATA CENTER)

DEVI TIANA OCTAVIANI SUPRIYADI

This research analyzes the impact of the LockBit 3.0 ransomware attack on the
Temporary National Data Center (PDNS) and the Infrastructure for Vital
Information (IIV) in Indonesia. The objectives of this research were to identify
system vulnerabilities, evaluate operational, financial and data security impacts,
and assess the effectiveness of the mitigation strategies implemented. The
research approach used a descriptive qualitative method with a case study,
involving interviews, questionnaires with 10 respondents, and documentation
analysis. A total of 8 out of 10 respondents stated that losses due to ransomware
attacks cannot be calculated precisely because it involves operational and financial
losses, as well as long-term impacts on reputation. The results showed that the
ransomware attack caused major disruption to public services, significant financial
losses, and decreased public trust in PDNS services. Major weaknesses were
found in the early detection system, poorly structured SOPs, and low staff
preparedness for the attack. The research conclusions emphasized the need for
SOP updates, strengthening of detection technologies, and periodic training to
improve preparedness. Suggestions are provided for further research, including
exploration of the use of artificial intelligence (Al) in ransomware detection, long-
term impact analysis, and comparison of mitigation strategies between the public
and private sectors.

Keywords: ransomware, LockBit 3.0, Temporary National Data Center, Vital
Information Infrastructure, Mitigation Strategy.
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