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ABSTRAK

META ANALISIS EFEKTIVITAS PEMANFAATAN SIX WARE CYBER
DEFENSE FRAMEWORK UNTUK PERTAHANAN SIBER NASIONAL

Fachdy Nurdin

Meningkatnya ancaman siber yang berdampak negatif pada berbagai sektor,
termasuk pemerintahan, keuangan, kesehatan, dan pertahanan negara. Serangan
siber di Indonesia mengalami peningkatan signifikan, dengan kebutuhan
mendesak untuk langkah-langkah keamanan siber yang kuat. Kerentanan
infrastruktur siber dan potensi penggunaan senjata siber sembarangan
menimbulkan  kekhawatiran global. Penelitian ini melakukan evaluasi
komprehensif terhadap efektivitas Six Ware Cyber Defense Framework (SWCDF)
dalam konteks keamanan siber nasional menggunakan metode meta-analisis.
SWCDF, dikembangkan oleh Universitas Pertahanan, terdiri dari enam komponen
utama (brainware, hardware, software, infrastructureware, firmware, dan
budgetware) dan dirancang untuk meningkatkan pertahanan siber serta
melindungi infrastruktur dan sistem informasi. Penelitian ini bertujuan untuk menilai
efektivitas SWCDF, mengidentifikasi faktor-faktor yang mempengaruhinya, dan
membandingkannya efektivitas antar komponen SWCDF. Hasil penelitian
menunjukkan efek positif signifikan dari setiap komponen SWCDF pada
pertahanan siber. Brainware (BRW) memiliki rata-rata efek sejati 81.42 (95% CI:
77.74-85.09), software (SW) 86.75 (95% CI: 81.28-92.23), hardware (HW) 86.15
(95% CI: 81.82-90.47), infrastructureware (ISW) 84.35 (95% CI: 80.69-88.01),
firmware (FW) 84.06 (95% CI: 79.79-88.34), dan budgetware (BGW) 82.47 (95%
Cl: 79.40-85.55). SWCDF secara keseluruhan memiliki rata-rata efek ukuran 83.95
(95% ClI: 81.21-86.69), menunjukkan efektivitas yang konsisten di berbagai studi
yang dianalisis. Selain itu SWCDF secara keseluruhan merupakan alat yang
efektif untuk meningkatkan pertahanan siber, dengan rekomendasi untuk
penyesuaian dan pendekatan yang disesuaikan agar efektivitasnya dapat
dioptimalkan dalam berbagai kondisi operasional. Penelitian ini memberikan
kontribusi penting pada teori dan praktek keamanan siber, menawarkan wawasan
bagi pemangku kebijakan dalam peningkatan efektivitas SWCDF, dan membuka
jalan bagi penelitian lebih lanjut dalam pengembangan metrik keamanan siber
yang lebih tepat.

Kata Kunci: Keamanan Siber, Six Ware Cyber Defense Framework (SWCDF),
Meta-Analisis, Ancaman Siber, Pertahanan Nasional
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ABSTRACT

A META-ANALYSIS OF THE EFFECTIVENESS OF THE SIX WARE
CYBER DEFENCE FRAMEWORK FOR NATIONAL CYBER DEFENCE

Fachdy Nurdin

Based on the increasing cyber threats that negatively impact various sectors,
including government, finance, health, and national defence. Cyber-attacks in
Indonesia have significantly increased, with an urgent need for robust
cybersecurity measures. The vulnerability of cyber infrastructure and the potential
for indiscriminate use of cyber weapons are causing global concern. This research
conducts a comprehensive evaluation of the effectiveness of the Six Ware Cyber
Defence Framework (SWCDF) in the context of national cybersecurity using a
meta-analysis method. The SWCDF, developed by the University of Defence,
consists of six key components (brainware, hardware, software,
infrastructureware, firmware, and budgetware) and is designed to enhance cyber
defence and protect infrastructure and information systems. This research aims to
assess the effectiveness of the SWCDF, identify the factors that influence it, and
comparing effectiveness between SWCDF components. The results showed
significant positive effects of each SWCDF component on cyber defence.
Brainware (BRW) had a mean true effect of 81.42 (95% CI: 77.74-85.09), software
(SW) 86.75 (95% CI: 81.28-92.23), hardware (HW) 86.15 (95% CI: 81. 82-90.47),
infrastructureware (ISW) 84.35 (95% CI: 80.69-88.01), firmware (FW) 84.06 (95%
Cl: 79.79-88.34), and budgetware (BGW) 82.47 (95% CI. 79.40-85.55). SWCDF
as a whole had a mean effect size of 83.95 (95% CI: 81.21-86.69), indicating
consistent effectiveness across the studies analysed. Furthermore, the SWCDF
is overall an effective tool for improving cyber defence, with recommendations for
adjustments and tailored approaches to optimise its effectiveness under various
operational conditions. This research makes an important contribution to
cybersecurity theory and practice, offers insights for policy makers in improving the
effectiveness of SWCDF, and paves the way for further research in the
development of more appropriate cybersecurity metrics.

Keywords: Cyber Security, Six Ware Cyber Defence Framework (SWCDF), Meta-
Analysis, Cyber Threats, National Defence
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