86

BIBLIOGRAPHY

Books

Billo, C., & Chang, W. (2004). Cyber Warfare An Analysis Of The Means
And Motivations Of Selected Nation States. Hanover: The Institute
for Security Technology Studies at Dartmouth College.

Buchanan, B. (2016). The Cyber security Dilemma: Hacking, Trust, and
Fear between Nations. Oxford: Oxford University Press.

Cottey, A., & Forster, A. (2004). Reshaping Defense Diplomacy: New Role
for Military Cooperation Assistance, Adelphi Paper No 365. Oxford
University Press for the International Institute of Strategic Studies.

Creswell, J. (2013). Qualitative Inquiry & Research Design: Choosing
Among Five Approaches. London: SAGE Publication Inc.

Dai, X., Snidal, D., & Sampson, M. (2017). International Cooperation Theory
And International Institutions . Oxford Research Encyclopedias,
International Studies.

Denzin, N., & Lincoln, Y. (2018). The SAGE Handbook of Qualitative
Research. London: SAGE Publication Inc.

Flick, U. (2018). Triangulation. N. Denzin & Y. Lincoln. (Ed.). London: SAGE
Publication Inc.

Gani, E. (2019). Komponen-Komponen Karya Tulis llmiah. Bandung:
Pustaka Reka Cipta.

Hill, C., & Brighi, E. (2012). Implementation and Behaviour. 147-67). In S.
Smith, A. Hadfield, & T. Dunne, Foreign Policy: Theory, Actors,
Cases (2 ed) (pp. 147-167). Oxford: Oxford University Press.

Ikbar, Y. (2014). Metodologi Dan Teori Hubungan Internasional. Badung:
Refika Aditama.

Kusumastuti, A., & Khoiron, A. (2019). Metode Penelitian Kualitatif.
Semarang: Lembaga Pendidikan Sukarno Pressindo.

Lammert, J., Johnson, L., & Fiore, T. (2015). Conceptualizing capacity
building. Rockville: Westat.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



87

Minler, H. (1992). International Theories Of Cooperation Among Nations
Strengths And Weaksnesses. Cambridge University Press.
Mulyana, D. (2013). Metodologi Penelitian Kualitatif (Revised Ed.).

Yogyakarta: CV. Pustaka limu Group.

Nye, Jr., J. (2010). Cyber Power. Cambridge: Belfer Center for Science and
International Affairs.

Ospina, S. (2004). “Qualitative Research.” Encyclopedia of Leadership.
London: SAGE Publication Inc.

Perwita, A., & Yani, Y. (2011). Pengantar lImu Hubungan Internasional.
Jakarta: Pt Remaja Rosdakarya.

Pramono, B. (2021). Tanpa Senjata - Konsep dan Praktik Operasi Militer
Selain Perang di Indonesia. Jakarta: Unhan Press.

Rahmadi. (2011). Pengantar Metodologi Penelitian. Banjarmasin: Antasari
Press.

Schwandt, T., & Gates, E. (2018). Case Study Methodology. N. Denzin &
Y. Lincoln. (Ed.). London: SAGE Publication Inc.

Sugiyono. (2021). Metode Penelitian Kualitatif, 4th Ed. Bandung: CV
Alfabeta.

Valeriano, B., & Maness, R. (2018). International Relations Theory and
Cyber Security: Threats, Conflicts, and Ethics in an Emergent
Domain. In C. Brown, & R. Eckersley, The Oxford Handbook of
International Political Theory, Oxford Handbooks (pp. 259-272).
Oxford Academic.

Journal

Ardiyanti, H. (2014). Cyber-Security Dan Tantangan Pengembangannya Di
Indonesia. Politica, 95-110.

Arifina, N. (2021). Pertahanan Siber Indonesia dl Kementerian Pertahanan
Republik Indonesia. Jurnal Peperangan Asimetris Vol 8 Nomor 1,
22-33.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



88

Aziza, N. (2019). Analisis Kerjasama Cyber Security Antara Indonesia -
Australia Dalam Menghadapi Ancaman Cyber Terrorism (Skripsi).
Malang: Universitas Muhamadiyah Malang.

Barrinha, A., & Renard, T. (2017). Cyber-diplomacy: the making of an
international society in the digital age. Global Affairs, 353-364.

Bellasio, J., Flint, R., Ryan, N., Sgndergaard, S., Monsalve, C., Meranto, A.,
& Knack, A. (2018). Developing Cyber Security Capacity. Santa
Monica, Calif., and Cambridge, UK: RAND Corporation.

Bojang, A. (2018). The Study of Foreign Policy in International Relations. J
Pol Sci Pub Aff 6:4 337. doi:10.4172/2332-0761.1000337, 1-9.

Chen, T. (2013). An assessment of the department of defense strategy for
operating in cyberspace. Carlisle: Army War College Carlisle
Barracks Pa Strategic Studies Institute.

Clim, A. (2019). Cyber Security Beyond the Industry 4.0 Era. A Short Review
on a Few Technological Promises. Informatica Economicé vol. 23,
34-44.

Collett, R., & Barmpaliou, N. (2021). International Cyber Capacity Building:
Global Trends And Scenarios. Luxembourg: Publications Office of
the European Union.

Conrad, J. (2011). Interstate Rivalry and Terrorism: An Unprobed Link. The
Journal of Conflict Resolution, Vol. 55, No. 4, 529-555.

COOK, C. (2010). ‘Cyberation’ and Just War Doctrine: A Response to
Randall Dipert. Journal of Military Ethics, Vol. 9, No. 4.

Craig, A., & Calderaro, A. (2020, March 23). Transnational Governance of
Cyber security: policy challenges and global inequalities in cyber
capacity building. Third World Quarterly, pp. 1360-2241.

Dodd, T., & Oakes, M. (1998). The Strategic Defence Review White Paper.
London: Research Paper 91.

DRAB, L. (2018). Defence Diplomacy — An Important Tool For The
Implementation Of Foreign Policy And Security Of The State.
Security and Defence Quarterly , pp. 57-71.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



89

Fathun, L. (2021). Indonesia's Foreign Policy In Digital Era: Poliheuristic
Theory. Journal of International Studies e-ISSN.2503-443X Volume
6, No. 1, 197-220.

Firth, S. (2018). Instability in the Pacific Islands: A status report. Loewy
Institute.

Firth, S. (2020). Australia in international politics: an introduction to
Australian foreign policy. Routledge.

Fixdal, M., & Smith, D. (1998). Humanitarian Intervention and Just War.
Mershon International Studies Review, Vol. 42, No. 2, 283-312.

Floyd, N. (2010). Dropping the Autopilot: Improving Australia’s Defence
Diplomacy. Sidney: Lowy Institute.

Gartzke, E., & Lindsay, J. (2015). Weaving Tangled Webs: Offense,
Defense, and Deception in Cyberspace. Security Studies, 24:2,
316-348.

Hansen, L., & Nissenbaum, H. (2009). Digital Disaster, Cyber Security, and
the Copenhagen School. International Studies Quarterly, pp. 1155—
1175.

Harsh, S. (2010). Capacity building technical assistance: Change agent
analyses.  Charlestown: Edvantia, Appalachia  Regional
Comprehensive Center.

Hasibuan, Z. (2013). Indonesia National Cyber Security Strategy: Security
and Sovereignty in Indonesia Cyberspace. [ISF2013-Dewan TIK
Nasional. Bandung.

Indrajit, R. E., Marsetio, Gultom, R. A., Widodo, P., Putro, R. W., Djati, P., .
.. Simbolon, L. (2021). Unraveling the Complexity of Developing a
National Cyber Defense Sovereignty Policy: A Case Study of
Indonesia. Sixth International Conference on Informatics and
Computing (ICIC), 7.

Indrajit, R. E., Marsetio, Gultom, R. A., Widodo, P., Putro, R. W., Djati, P., .
.. Simbolon, L. (2021). The Taxonomy of Cyber Threats to National

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



90

Defense and Security. Sixth International Conference on
Informatics and Computing (ICIC), 8.

Indrajit, R., Marsetio, Gultom, R., Widodo, P., Putro, R., Djati, P., . . .
Simbolon, L. (2021). Risk Mapping against Cyber Attack Trend in
the Perspective of National Defence and Military Sector in
Indonesia. Sixth International Conference on Informatics and
Computing (ICIC), 7.

Jervis, R. (1978). Cooperation under the Security Dilemma. World Politics
30, 167-214.

KOVACS, L. (2019). National Cyber Security as The Cornerstone of
National Security. Land Forces Academy Review Vol. XXIII, No
2(90), 113-120.

Lestari, E. (2020). Complex Interdependence Between Indonesia-Australia
Through Cyber security Cooperation Post-Indonesia-Australia
Cyberwar in 2013. Jurnal Hubungan Internasional Vol 9 No 2, 178-
188.

Maoz, Z., & San-Akca, B. (2012). Rivalry and State Support of Non-State
Armed Groups (NAGs), 1946—-2001. International Studies Quarterly
(2012) 56, 720-734.

Mazzolin, R. (2020). A Perspective on Cyber in Space for National Security.
International Journal of Cyber Diplomacy / 2020, Volume 1, Issue
1, 69-77.

Nissenbaum, H. (2005). Where computer security meets national security.
Ethics and Information Technology, 61-73.

Nye, J. (2017). Deterrence and Dissuasion in Cyberspace. International
Security 41 (3), 44-71.

Nye, Jr., J. (2011, Winter). Nuclear Lessons for Cyber Security? Strategic
Studies Quarterly 5(4), pp. 18-38.

Prasetyo. (2014). Diplomasi Pertahanan Indonesia Terhadap Asutralia

Pasca Scandal Penyadapan. Jurnal Pertahanan, 185-205.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



91

Rid, T., & Buchanan, B. (2014). Attributing Cyber Attacks. Journal of
Strategic Studies, 4-37.

Rid, T., & Moore, D. (2016). Cryptopolitik and the Darknet. Survival Global
Politics and Strategy, 7-38.

Roza, R. (2021, September). Strengthening Indonesia-Australia Relations
For Strategic Interest In The Indo-Pacific. Info Singkat-A Brief Study
Of Actual And Strategic Issues Vol.Xlll, No. 18, pp. 7-12.

Setiyawan, A. (2019). National Cyber security Policy In The U.S And
Indonesia. UNTAG Law Review (ULREV), 71-87.

Somantri, G. (2005). Memahami Metode Kualitatif. Makara Sosial
Humaniora, 9(2), 57-65.

Subandi. (2011). Deskripsi Kualitatif Sebagai Satu Metode dalam Penelitian
Pertunjukan. Harmonia, 11(2), 173-179.

Tobing, F. (2002). Aktivitas Drug Trafficking sebagai Isu Keamanan yang
Mengancam Stabilitas Negara. Global: Jurnal Politik Internasional,
75-86.

Vakulyk, O., Petrenko, P., Kuzmenko, |., Pochtovyi, M., & Orlovskyi, R.
(2020). Cyber Security as Component of The National Security of
The State. Journal of Security and Sustainability Issues, 775-784.

Valeriano, B., & Maness, R. (2014). The dynamics of cyber conflict between
rival antagonists, 2001-11. Journal of Peace Research, 347-360.

Van der Meer, S. (2015). Enhancing International Cyber Security: A Key
Role for Diplomacy. Security and Human Rights 26 , 193-205.

Internet and Publication

Antara. (2022, April 27). Indonesia Faces 11 Million Cyber Attacks in First
Quarter of  2022. Retrieved  from  www.medcom.id:
https://www.medcom.id/english/tech/ 0k8XpVOk-indonesia-faces-
11-million-cyber-attacks-in-first-quarter-of-2022

Allen, N. (2021, October 20). The Importance Of Cyber security In Military.

Retrieved from Salt communication:

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



92

https://saltcommunications.com/news/the-importance-of-Cyber
security-in-military/

Augesti, A. (2019, October 29). Menlu Retno Jabarkan Prioritas Politik Luar
Negeri 4+1 untuk 5 Tahun ke Depan. Retrieved from Liputan 6:
https://www.liputan6.com/global/read/4098141/menlu-retno-
jabarkan-prioritas-politik-luar-negeri-41-untuk-5-tahun-ke-depan

Cakrawala. (2021, May 25). Apa Itu Cyber Security? Mengapa Cyber
Security Kini Makin Penting? Retrieved from infokomputer.grid.id:
https://infokomputer.grid.id/read/122710604/apa-itu-cyber-
security-mengapa-cyber-security-kini-makin-penting?page=all

Fitriani, & Vido, C. (2018). Analisis Kinerja Kementerian Luar Negeri
Indonesia. Jakarta: CSIS Working Paper Series WPSINT — 3.

GCSCC. (2021). Cybersecurity Capacity Maturity Model for Nations (CMM)
.Oxford: Global Cyber Security Capacity Centre Department of
Computer Science, University of Oxford.

ITU Cyber security team. (2021). Global Cyber security Index 2020.
Geneva: International Telecommunication Union.

Joint Research Centre. (2020). Cyber security, our digital anchor.
Luxembourg: Publications Office of the European Union.

Ministerio de Defensa. (2012). Defence Diplomacy Plan. Madrid.

Ministry of Defence. (2011). British Defence Doctrine. London: Joint
Doctrine Publication 0-01.

Obama, B. (2011). International Strategy for Cyberspace: Prosperity,
Security, and Openness in a Networked World. Washington: White
House.

Salmawan, N. (2021, Nov 29). Infrastruktur Informasi Vital Nasional dan
Ancaman Siber. Retrieved from cyberthreat.id/:
https://cyberthreat.id/read/12955/Infrastruktur-Informasi-Vital-
Nasional-dan-Ancaman-Siber

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



93

Townsend, C. (n.d.). A Brief and Incomplete History of Cyber security.
Retrieved from usCyber security.net: https://www.usCyber
security.net/history/

Zhuang, R., Bardas, A., DeLoach, S., & Xinming Ou. (2015). A Theory of
Cyber Attacks A Step Towards Analyzing MTD Systems. The
Second ACM Workshop.

(n.d.). Towards Effective Cyber Diplomacy: A Guide To Best Practices
And Capacity Building. Cyber security Tech Accord.

Thesis/Dessertation

Alasmari, A. (2021). Dissertation: Key Role Of Diplomacy In Promoting
International Cyber security: A Case Study Of Kingdom Of Saudi
Arabia. Marymount University.

Esparza, E. (2020). Thesis : Developing Cyber security Capacity Through
Substantive And Procedural Cybercrime Law. Tilburg University.

Krisnaduta, H. (2019). Kerjasama Indonesia-Australia di Bidang Keamanan
dalam Mengatasi Cyber Crime di Indonesia melalui Program Cyber
Policy Dialogue (Skripsi). Bandung: Universitas Pasundan.

Naseir, M. (2020). Thesis : National Cyber security Capacity Building
Framework for counties in a Transitional Phase (Using Spring Land
as a case study). Bournemouth University.

Ningrat, I. (2015). Dampak skandal penyadapan Presiden Rl oleh
pemerintah Australia terhadap dunia maya (studi kasus cyber war
Anonymous Indonesia-Australia). (Diploma Thesis). Jakarta:
Universitas Al Azhar Indonesia.

ZUKIC, A. (2020). Thesis : Assessing The Role Of The Military In National
Cyber security Efforts. U.S. Army Command and General Staff
College, Fort Leavenworth, Kansas.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



94

Regulation

Buku Putih Pertahanan Indonesia. (2014). Kementerian Pertahanan

(2022).

(2021).

(2019).

Republik Indonesia.

Peraturan Presiden (PERPRES) No. 82 Tahun 2022 tentang
Pelindungan Infrastruktur Informasi Vital.

Peraturan Presiden (PERPRES) No. 8 Tahun 2021 tentang
Kebijakan Umum Pertahanan Negara 2020 - 2024.

Peraturan Pemerintah (PP) No. 71 Tahun 2019 tentang
Penyelenggaraan Sistem dan Transaksi Elektronik.

(2022). Data Serangan Siber Tahun 2021. Badan Siber dan Sandi Negara.

(2016).

Undang-undang (UU) No. 19 Tahun 2016 tentang Perubahan Atas
Undang-Undang Nomor 11 Tahun 2008 Tentang Informasi Dan

Transaksi Elektronik.

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY



