
 

 
 

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY 

 
 

 
COMBINATION DESIGN OF  

TRIPLE DATA ENCRYPTION STANDARD (3DES) – CRYPTOGRAPHY 
AND LEAST SIGNIFICANT BIT (LSB) – STEGANOGRAPHY  

ON ZIPPED INFORMATION PACKAGE (ZIP)  
EXTENDED CLASSIFIED DOCUMENTS 

FRONT COVER 
 
 
 
 

 
 

ADITYAN WISNU YUDA PRASETYA 
120220405002 

 
 
 
 

This Thesis was Written for the Fullfillment of the Requirement  
to Earn Master’s Degree in Defense Science 

 
 
 
 

FACULTY OF DEFENSE SCIENCE AND TECHNOLOGY 
CYBER DEFENSE ENGINEERING STUDY PROGRAM 

 
BOGOR 

2024



 

 
 

THE REPUBLIC OF INDONESIA DEFENSE UNIVERSITY 

 
 

 
COMBINATION DESIGN OF  

TRIPLE DATA ENCRYPTION STANDARD (3DES) – CRYPTOGRAPHY 
AND LEAST SIGNIFICANT BIT (LSB) – STEGANOGRAPHY  

ON ZIPPED INFORMATION PACKAGE (ZIP)  
EXTENDED CLASSIFIED DOCUMENTS 

TITLE PAGE 
 
 
 
 

 
 

ADITYAN WISNU YUDA PRASETYA 
120220405002 

 
 
 

  
This Thesis was Written for the Fullfillment of the Requirement  

to Earn Master’s Degree in Defense Science 
 
 
 
 

FACULTY OF DEFENSE SCIENCE AND TECHNOLOGY 
CYBER DEFENSE ENGINEERING STUDY PROGRAM 

 
BOGOR 

2024



` 

iii 

THESIS APPROVAL SHEET 

 

 

Student Name 

Student Identity Number 

Study Program 

Faculty 

Thesis Title 

 

: 

: 

: 

: 

: 

 

Adityan Wisnu Yuda Prasetya 

120220405002 

Cyber Defense Engineering 

Defense Science and Technology 

Combination Design of Triple Data Encryption 

Standard (3DES) – Cryptography and Least 

Significant Bit (LSB) – Steganography on Zipped 

Information Package (ZIP) Extended Classified 

Documents 

 

 
Advisor I,  

 
 
 
 

Dr. Bambang Suhardjo, S.Si., M.Si., M.Kom.  
Captain NRP 10830/P 

               Date:  
 

 
Advisor II, 

 
 
 
 

Dr. Ir. Rinaldi Munir, M.T.  
 

            Date:  
 
 

 
Acknowledged by,  

Dean of The Faculty of Defense Science and Technology, 
 
 
 
 

Prof. Dr. Ir. Muhamad Asvial, M.Eng. 
First Class Administrator  

Date:  
 

 



  

iv 

THESIS VALIDATION SHEET 

 

 

Student Name 

Student Identity Number 

Study Program 

Faculty 

Thesis Title 

 

: 

: 

: 

: 

: 

 

Adityan Wisnu Yuda Prasetya 

120220405002 

Cyber Defense Engineering 

Defense Science and Technology 

Combination Design of Triple  Data Encryption 

Standard (3DES) – Cryptography and  Least 

Significant Bit (LSB) – Steganography on Zipped 

Information Package (ZIP) Extended Classified 

Documents 

No Name Signature Date 

1. Advisor I: 
 
Dr. Bambang Suhardjo, S.Si., M.Si., M.Kom. 
Captain NRP 10830/P  
 

 

  

2. Advisor II: 
 
Dr. Ir. Rinaldi Munir, M.T. 

 
 
 

  

3. Reviewer I: 
 
Dr. H.A. Danang Rimbawa, S.Si., M.T., 
M.Tr.Opsla., CEH., CSBA., IPM., ASEAN Eng. 
Captain NRP 10829/P 
 

  

4. Reviewer II: 
 
Dr. Hendrana Tjahjadi, S.T., M.Si. 
 
 
 

  

5. Reviewer III: 
 
Dr. Hondor Saragih, S.T.,  M.Si(Han). 
Commander NRP 14633/P 
 

 

  



  

v 

DECLARATION OF ORIGINALITY 

Hereby I acknowledge that this thesis does not contain some or the 

whole parts of previously published works that had been submitted to earn 

any scholarly degree in any University; and to the best of my knowledge and 

belief, there are no idioms, phrases, sentences, paragraphs, sub-chapters 

or chapters from any written or published works; except what was written in 

this thesis and mentioned in the Reference section.  

If in the future this thesis is proven to be plagiarizing any previous 

existing works, I would accept the punishment as stated in the relevant and 

applicable laws/regulations. 

 

 

 

 

 

 

Adityan Wisnu Yuda Prasetya 

   



  

vi 

PREFACE 

I would like to extend my gratitude to The Almighty God for His 

blessings and grace, so that this thesis with title “Combination Design of 

Triple Data Encryption Standard (3DES) – Cryptography and Least 

Significant Bit (LSB) – Steganography on Zipped Information Package (ZIP) 

Extended Classified Documents” has finally been completed.  

This thesis is written as a requirement to Master’s Degree in Cyber 

Defense Engineering Study Program, Faculty of Defense Science and 

Technology, the Republic of Indonesia Defense University. 

The completion of this thesis is possible due to the dirrect or indirect 

help and support from various parties. Therefore, please allow me to extend 

my gratitude to: 

1. Lieutenant General Jonni Mahroza, S.I.P., M.A., M.Sc., 

CIQnR., CIQaR., Ph.D. as Rector of the Republic of Indonesia 

Defense University. 

2. Brigadier General Andi Tjarwandi, S.E., M.M. as Dirkuad. 

3. Brigadier General Dodo Irmanto, S.I.P., M.Si. as Danpoltekad 

Kodiklatad. 

4. Captain Dr. H.A. Danang Rimbawa, S.Si., M.T., M.Tr.Opsla. 

as Head of Cyber Defense Engineering Study Program, 

Faculty of Defense Science and Technology, Republic of 

Indonesia Defense University and Reviewer I. 

5. Captain Dr. Bambang Suhardjo, S.Si., M.Si., M.Kom. as 

Advisor I. 

6. Colonel Nanang Pujo Sasongko, S.E. as Kakupus II Ditkuad. 

7. Mr. Dr. Ir. Rinaldi Munir, M.T. as Advisor II. 

8. Mr. Dr. Hendrana Tjahjadi, S.T., M.Si. as Reviewer II. 

9. Commander Dr. Hondor Saragih, S.T., M.Si(Han). as 

Reviewer III. 

  



  

vii 

10. All of staff and students of Cyber Defense Engineering Study 

Program, Republic of Indonesia Defense University. 

11. All of staff Ku Poltekad Kupus II Ditkuad 

12. All of staff Poltekad Kodiklatad. 

13. Father, mother and all of my family. 

May God return your kind help and good deeds with a lot of good favor.  

I realize that this thesis is far from perfect and thereby look forward to 

constructive critics and inputs from the readers for a better thesis in the 

future.  

At last, I sincerely hope that this thesis would be beneficial to the 

development of defense science and useful to all related stakeholders in 

attempt to cyber defense. 

 

Bogor, January 22th, 2024 

 

 

 

Adityan Wisnu Yuda Prasetya 

  



  

viii 

ABSTRACT 
 
  

COMBINATION DESIGN OF  
TRIPLE DATA ENCRYPTION STANDARD (3DES) – CRYPTOGRAPHY 

AND LEAST SIGNIFICANT BIT (LSB) – STEGANOGRAPHY  
ON ZIP EXTENDED CLASSIFIED DOCUMENTS 

 
ADITYAN WISNU YUDA PRASETYA 

 
Classified documents are very important information that must be protected, 
especially in transmission through electronic media. Currently, some government 
agencies have not all implemented security methods in sending classified 
documents. This research was prepared with the aim of improving security in 
sending classified documents in a government agency. In this research, several 
methods are used in combination, namely: Triple Data Encryption Standard 
(3DES) Cryptography, Least Significant Bit (LSB) Steganography and Zipped 
Information Package (ZIP) Compression. This combination design uses 50 sample 
objects (.pdf) ranging in size from 10 KB to 272 KB that are tested against cover 
images (.png) and videos (.mp4). The test resulted in a PSNR Stego - Video size 
of about 76.1267 dB and PSNR Stego - Image size of about 69.9054 dB. The 
PSNR size is quite effective in disguising the existence of a secret message so 
that there is no difference visually. Overall, the statistical analysis shows that this 
research fulfills the aspects of integrity, imperceptibility, capacity, recovery and 
fidelity. Based on the success of this research, it can be concluded that this 
research can be implemented to improve security in sending classified documents 
at Ku Poltekad Kupus II Ditkuad.  

 
Keywords: Cryptography, Steganography, Compression, 3DES, LSB and ZIP  
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ABSTRAK 
 
  

DESAIN KOMBINASI 
KRIPTOGRAFI TRIPLE DATA ENCRYPTION STANDARD (3DES) 

DAN STEGANOGRAFI LEAST SIGNIFICANT BIT (LSB) 
PADA DOKUMEN BERKLASIFIKASI BEREKSTENSI  

ZIPPED INFORMATION PACKAGE (ZIP) 
 

ADITYAN WISNU YUDA PRASETYA 
 

Dokumen berklasifikasi adalah sebuah informasi yang sangat penting yang harus 
dilindungi terutama dalam pengiriman melalui media elektronik. Saat ini, beberapa 
instansi pemerintahan belum semuanya menerapkan  metode keamanan dalam 
pengiriman dokumen berklasifikasi. Penelitian ini disusun dengan tujuan untuk 
meningkatkan keamanan dalam pengiriman dokumen berklasifikasi di suatu 
instansi pemerintahan. Dalam penelitian ini, digunakan beberapa metode yang 
dikombinasikan, yaitu: Kriptografi Triple Data Encryption Standard (3DES), 
Steganografi Least Significant Bit (LSB) dan Kompresi Zipped Information 
Package (ZIP). Desain kombinasi ini menggunakan objek sebanyak 50 sampel 
(.pdf) berukuran antara 10 KB sampai dengan 272 KB yang diujikan terhadap 
cover gambar (.png) dan video (.mp4). Pengujian tersebut menghasilkan ukuran 
PSNR Stego – Video sekitar 76,1267 dB dan PSNR Stego – Image sekitar 69,9054 
dB. Ukuran PSNR tersebut cukup efektif dalam menyamarkan keberadaan pesan 
rahasia agar tidak terdapat perbedaan secara visual. Secara keseluruhan, dari 
analisis statistik yang dilakukan menunjukkan bahwa penelitian ini memenuhi 
aspek integrity, imperceptibility, capacity, recovery dan fidelity. Berdasarkan 
keberhasilan penelitian ini, maka dapat disimpulkan bahwa penelitian ini dapat 
diimplementasikan untuk meningkatkan keamanan dalam pengiriman dokumen 
berklasifikasi di Ku Poltekad Kupus II Ditkuad.  
 

 
Kata Kunci: Kriptografi, Steganografi, Kompresi, 3DES, LSB dan ZIP 
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